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enabled. Faor resolution of unqualified names:

% append primary and connection specific DNS suffixes
v Append parent suffixes of the primary DMS suffix
" append these DNS suffixes (in order):

Edit. .. Femove |

t
3
add. .. | Edit, .. Riemmye |
DS suffix For this connection: | backup.lucernepublishing. com
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(10 megabit
Ethernet)

=
Subnet 1 IP address: Subnet 2 IP address:

1014141 102222
Subnet 1 DNS domaln name: Subnet 2 DNS domaln name:
host-a.public.example.microsoft.com host-a.backup.example.microsoft.com
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Internet Protocol {TCP/IP) Properties x|

General

Yaou zan get IP settings assigned aukomatically if vour netwark suppaorts
thiz capability. Otherwise you necd ko ask vour ncbworl: adrniniskratar
for the appropriate IP setings.,

" Obtain an IP address automatically
—{%" Use the Fallowing IP address:

TF address: 192 168, 0 . 5
Subnet mask; [ 255 .255 .255 . ©
Default gateway: [192 168, 0 . 1

" Obtain DS server address automatically

—{% Use the Following DNS server addresses:

Preferred DNS server: | 192 1668 . 0O . 1

akernate DNS server: I 207 .46 .23 2

Adwvanced... |
oK I Cancel |
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ol Suffix Wb Ll adl . oy S asdo ol ;o | in DNS
oulas Caol ] 0 DNS jgm a5 uegd b osilen 1) 095 SguslS
oS
Sl wS S e 5 1) 355 FODN el jigeals waale> (o0 ST 0

S |, User this Connection’s DNS suffix in dns registration 4 ;5

Lol 03,958 S 8,8 Lin D ygeo 41 4S Ay
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. &u,ls |, Register This Connection’s Address in DNS ai 38

: CooMS DNS (cache) abdl> Bi> g o Los

RO FVE: Sy TV SN JEANC S NUDC SUPURURJC S N
00 0,5 o glasl ol a4 515 0,bgo aSul &jgo 40 aF WS 0 b 095 aladl>
0 Sy g ped Sl ol (plsaes Olor )57 4 095 aladls iy ouds Jate 595w
I, ipconfig /displaydns jsiws ylo,d las jo cuwl SB abadl> cpl auo gl 06
RVEL I

251 sl al oo ol 5958 (o0 T L ISk Sy 097y sl el (nl 5 Lol
0295 DNS 550 50 (w0l ()l 5 0 0,33 Sl S (15 30 (yol o a5 Sl
5 apd o lgm 5 @ o)ls 0gmg alabl> o 4T LB eyl e b SgslS, 09l
C 09l oo Jlasl pae el oy

DNS alil> 5,5 J& sl ipconfig /flushdns jgiws 5l cawsl oo a8lge j92 (pl jo

20,5 pladl FgelS Sy

< 9 EOUW- O).g)Lf 5 ools! 69.9 DNS 5o yw as Ls")s.u.uo Ja‘ u,o:.: ul.:l.a 3o

P
YgaalS S DNS aladl> ioles sl Ipconfig /displaydns v/

S 9aalS G DNS abadl> o5 S° JB (gl Ipconfig /flushdns v/
DNS g, ;0 CoodS &3 sl Ipconfig /registerdns v/
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DNS aié pin sbo,ylpl: pg0 s

DNS Oloadais @ Jol ()0

e o aslsl g izl po Ll mallss 5) (Byme llas jiiy Jsl i o
L1y DNS 5, Olodas Cllae aslol jo ailes qudles 1) 65 60,5 ¢ b o
L S

PSSy [ DNS 500 SO Glendas g Glasein mlo lol

IS asled - wugd o] Slasein o s oylg , DNS G g 50 , Properties o5 L

_i._ dnsmgmt - [DNSY COMPUTER 1’ Forward Lookup Eunes"-.,dumainlif - |EI|5|
,_gq File  Action Wiew ‘Window  Help _|5’|5|
s OEXERR| 28 86

EDNS domainl.local 16 recordis)

= W = T T =
E Configure a DMS Server. .. I ElZ]

i | Create Default Application Directary Partitions. ..
| New Zone...
l: Set Aging)acavenging For All Zcnes. .
E Scavenge Stale Resource Records
Update Server Data Files
Clear Cache
Launch nslookup

all Tasks r
Mew Windrw From Here

F Aothorizy (5048 [139], computerl.dc
Deleke herver (hS) compuker 1, domainl .
Refresh herver (hS) compuker2. domaint

b wen
| 3

Help

CIDENS Py ros e o o e T e e ST T | |

:M;S‘_;,o@)&:\)L@Tsiﬁﬁig‘afaggﬁ@!)&ug,awcmQMTL
Interfaces Tab

sl culgz o Jlae cul )8 a5 wlS o adiie | JBY slo TP s, ise ol
10.0.0.1 , 20.0.0.1 , lo w0l & s &5 ¥ Ld oS 5,8 . axsb DNS
s A0S (3L 1y DNS g i aSlls D457 90 (gl add walgs o a5 0y ,15 30.0.0.1

CAsS Mg 1y A 90 ] Ladd Cand ol o aS el SIS
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COMPUTER1 Properties el

[Debug Logging I Even: Logaging I konitaring I Securty
Interfaces | Forwarders I Advanced I Roat Hinks

Select the |P addreszes that will zerve DMS requests. The server can listen
for NS quernies on all IP addrezses defined for thiz computer, o pou can
lirnit it to zelected IP addreszes.

Lizten ar:
= AllIP addiezzes

% Only the following IP addreszes:
|P address:

Add

Bemove |

OE. I Cancel Apply |

Forward Tab

AS B8, Alid S50 Oyg0 4 DNS (gl jg,m 0uidS M3 aS o2 (5 5hiles
» 3,005 5929 DNS jg,m )0 a5 0680 o0 Lol Jowe DNS oy e 4l 51 clwlgs 0
Ol ) ¥l g5 S 15T ST L (discard) o0y o 511y o b il oo g
cAiygS oo Forwarder Jos :pl . &S Jaiie (50 jg,m SO 500

CoS 0ylg <o el yo wulys oo |y forwarder gls DNS ol
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COMPUTER1 Properties el |
[Debug Logging | Event Logging I kM onitoring I Security
Interfaces Forwarders Advanced I F oot Hirts

Fonmarders are servers that can rezolve DNS queries not answeed by thiz
zerver. Fonward quernies for names in the following DMS domains.

DS domain:

All other DNS domnains
local

Hew...
lucernepublizhing. com Remave |

To add a forwarder. zelect a DNS domain, twpe the forwarder's IP address
below, and then click Add.

Selected domain's forwarder |IP address list:

| - fdd
207.46.132.23 Remaove |

Up

Diavr |
MHumber of seconds before forward quenies time out: |5
[T Do ot uze recursion for thiz domain

QK I Cancel | Apply |

Advanced Tab
dAbo diz 5o . Gl SUG (g SO 0,S BA> L g 0,5 adlal e S oyl

0,8 ey sy p |y S ol £y a0 25 sans]
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COMPUTER1 Properties el |
[Debug Logging I Ewen: Logaging | k omnitaring I Securty
Interfaces I Forwarders Advanced Foot Hints
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|5.2 3790 [Dwece]

Server options:

[ JDizable recursion [alzo disadles fonsarders)

[WIBIND secondaries

[ ]Fail on load if bad zone data
[w|E nable round robin

[w|E nable netrnazk, ordering
[w] 5 ecure cache against pollution

Hame checking: I bultibyte [UTFE]

=~

Load zone data on startup:

[~ Enable automatic scavengng of stale records

IFru:um Active Directory and reaisty j

Scavenging perod; IEI

dayz

-

Reset tc Default |

o ]

Cancel |

Al

Root Hints Tab

P Cwldg> g0 j ) e 40 LB oS clll Sledbl 5l S SG el i ol
WINDOWS\System32\Dns\Cache.dns

b Lad oSed 51, 5500 518 Lis S5 DNS (sloys
o Sk 09310550 ST 5 0S SU, oell cpl oS

S ol 5 by b ol o

Sl i 5 0,100 6,15 i ]

S oslg 1y 09 a0 90 (sl g s ol il

Debug Logging Tab
> JBal &8, slp oo i 0

L) DNS slo o85G aslys (o0 s 05290 S yiled sl oolanl 9 2w cnl (0,5 JW8 L L
CasS o 1y YISl T Gk 5l g es S Sbo,
c 0,188 o JLCPU (g5, p ool as b oloy JISCal aigSul a5 el S5 a3V



Name Resolution Learning

Writing by Behrouz.Kashani

COMPUTER1 Properties 2 x|
Interfaces | Forwarders Advanced | Roat Hints
Debug Logging I Ewen: Logging I Ianitoring I S ecuiity
T o assist with debugging, you zan record the packets sent and received by
the DMNS server to a log file. Debug logging is dizabled by defauk.
FPacket direction: Tranzpart pratocaol:
I¥ Outgoing select at I UDF select at
¥ Incoming I, urie WV ILP lercrsl urie
Packet contents: Packet bype:
¥ Queries/Transfers | ¥ Request } select at
selest at least one
¥ Updates loas one V¥ Response
[ Motifications
Other options:
[ Details
[ Filter packsts by IP address HL'
Log file
File path and name: I
Fawimum size [bytes): |5DEDDDDDD
oK I Cancel | Apply |

Event Logging Tab

g s g lalles , sl GBI . o5 1S g rm o ,Skae LT b b, S e oS

FErver performance.

Log the following events:

" Errars only

¢ Enors and warnings
& Al events

The DMS event log maintainz a record of ermors, warnings, and other events
chcountored by the DMS server. ou can uze thiz information tc analyze

e loce
J
COMPUTER1 Properties x|
Interfaces Forwarders | Advanced I Root Hints I
Debug Logging Even: Logging Monitoring I Security

o]

Cancel Apply
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Monitoring Tab
saalive ) DNS s Shas , oslo o 33 b b ows (o ) oISl ol Lot 0 (250

005 Sz ped Sl 53 5 y5m ar JUY (o 5l CelsS o S Lol gl Cens L 0S
. 100t (5l® g yuw

COMPUTER1 Properties 21xl
Interfaces I Fonmwarders I Advanced | Foot Hints I
[ebug Logging I Event Logging Manitaring Securty

Tao verify the configuration of the server, you can perform manud or
automatic: testing.

Select a test type:
ol

V¥ & recursive queny to other DMS servers

iple query against this JNS server

To perform the test immediately, click Test Mow.

I Perform automatic testing & the fallawing interyal:

Test interval: |1 Iminutes x l
Test results:
Date | Time | Simple Query | Fecursived... |
562002 10:56:13 AM FPazz Pazz
u] | Cancel | Apply |

Security Tab

o Bl ST ey degezme ) Led 9w DNS a5 3)ls 8929 (559 <5 (2
Mﬁ“d‘awuﬂw‘omﬁ,...'a&wsobjoMu@Lg)}Jf‘on|bo|ﬁJb
coiS adeine &30 1) DNS JaudS 4y o piwd 3> a5 Sl IS aos 0 o5l

COMPUTER1 Properties 2=l
Interfaces I Forwarders I Advanced I Root Hints |
[ebug Logging I Ewen: Logging I Monitaring Security

!ﬁ Domain Adminz [DOMAINT\Domain Adminz)
!ﬁ Enterprize Adming [DOMalMTAEnterprize Adming]

!ﬁ ENTERFRISE DOMAIN CONTROLLERS
P R

gd.. |
Permizzions for Administrators Allow Deny
Full Control O O
Fead O
Wirite O
Create All Child Objects O
Delete All Child Objects O O
Special Permizzions O

For special permizsions or for advanced settings,
click Advanced.

Advanced |

Apply |

o]

Cancel |
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DNS ) L Zone : P9 v)°
c oS DNS 5 aid iy Co o 4 pladl ailsd oo Zone G Olasuie iow 5l Lo
3,5 solaiwl Sleas 5l g olo Slposs Wlgs o, Primary Zone G Olaswin o,y )0
RY NREE AR ST IRV FRJE N SRS ST WOWISY SEOY IRV WL Y
General
Start of Authority (SOA)
Name Server
Wins
Zone Transfer .0
Security a5 » G oS Slexl 31, 6,655l 5251, Zone Slasiv axas ST L

6 1 1 -

A owywd sla jgmme 4 bge ol S a5 jghilen Lol saly: aSlol T 4 4e
. ! DNS  JgusS

g 00,5 Cunly, SIS 1 (59, p duly e zone SO Slasuin 45, JSlglE sl
: oS ol | Properties

_i._ dnsmgmt - [DNS,COMPUTER 1 Forward Lookup Zones' ;IEIZI
IJ?;,I Fle Action Yew ‘Window Help |;|i|5|
s EmXxEEB R Eam
ﬁl DNS domaind.local 16 recard(s)
E‘B COMPLUTER L Yame: | Type | Data
I_'—_|D Forward Lookup Zones 3 medes
E{ Urdate Server Data File
{ Reload
[ MewHostga).
__{ Iews Alias (CHAME). ., M.
__{ Mew Mail Exchanger (M), .. ...
[ Mew Domain. .. tD. ..
{ Mew Delegation. .. D
{ Other Mew Records. .. Ig...
-
--{ s g &... Start o Autharity (SOA) [139], computerl
[]--@ Wi ¥ Fa.. Mame Server (N3) computer?, donair
- Rev Mews Window From Here a... Mame Server (NS camputer 1 .donair
g Ever .. Host (&) 192,168.0.1
Delete Lterl Host (&) 192.165.0.1
Refiesln Lterz Host (&) 192,168.0.2
Expork Lisk...

Propetties

| 2

Hel |
Opens properky oep |

: General Tab.\
9 DNS ool sla 4y 35 ¢ Ologdas Julds, iy o0 SO )0 jshailen a5 General g

el Comsl (8,5 95 1S g Zone G o Jbd Cunsg jshien
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domainl.local Properties 21xl
Mame Servers | WINS Zone Transfers I
General | Start of Autharity (S08)

Status: Running

Type: Primary Change, .. |
Replication: Mat an Active Directory-integrated zone Change. .. |

Zone file name;

I domaint . local.dns

Dvnamic updates: INone j

& Allawing nonsecure dynamic updates is a significant security
vulnerability because updates can be accepted from untrusted
SOUFCES,

To set aging/scavenging properties, dick Aging, Aging. .. |

oK I Cancel | Apply |

x5 |y Zone g5 0les o 48,5 1)8 Type las a5 Change 4oSs (59, » o5 L
R
sy ¥l as cul ils sosled (o Zone ol Jlas! gl Zone Replication ai 38
R W J.«i».u
dgs oo Cuely 43S ol : To All DNS Servers in the Active Directory Forest <
S o)l G 0 0ed o 90, gl 9,0 DNS oy 1ads Zone aS
Sledlbl 435 pl : To All DNS Server in the Active Directory Domains <
. &S oo J&is b Domain Controller sles 'y |, Zone
o 4335 wl: To All Domain Controllers in the Active Directory Domain <

A58 Geegd So led ST e a3 (o0 Gm 3l ) et Cadgase
BIRVEL I P30 I CURE S B IRV PR VI CPL GOV R

CAS oo asmiee |y )l ylST I DNS el 585 ¢4 3.0 Dynamic Update ai 35
Oy B ass wo ]y ojlal pl el 4y yide ol oS |8 lo isw j0 4 jghailes
oo odnlin a5 jghiles Lol . aiiS 3 1y 093 59,0 DNS o aslen Sibegil &0 4

10,10 0929 35 o A SV, Cwl ouisS Jled o e a5 None 31 e oS
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domainl.local Properties

WwiNS |

Zane Tranzfers I
General |

Start of duthority (S08) |

Status: Riunning

Type: Active Directory-lrtegrated

Fieplication: Al domain contrallzrs in the Active Directary

domair

21

Security |
Mame Servers

Pauze

Change...

D ata iz stored in Active Directony.

Dynamic updates: Secure only

_Paue |
Charge. . |
e, |
=

@ Allowing nonsecure dynamic Hane

vulherability becausze updat
FOUICES.

Ta set aging/scavenging properties, click Aging.

= and secure

Aging... |

o]

Cancel |

Apply |

yolo |y )5 Sledlbsl 6,53 o3l Loy 435 ] Sl L : Nonesecure and secure. )
Ol 5l 4wl Sogs s cge DHCP o laddats (g pm 5 wib bl 0sS o

caapd pldl, Wl sain gla IP oS

951 4 bga e slo Zone o ladd & isw (wl : Secure Dynamic Update.Y

05 (oo JUud (5,555 plo

: Start of Authority (SOA) Tab

Cy> aS ool Secondary g Primary g4 5l Zone g0 (o bls )l pudais S idu o0l

D09 o0 plul b osl 2L o

domainl.local Properties

Marme Servers WINS |

General

Serial number:
[132

Primary server:
I computer1,domaind local,

Responsible person:
I hostraster, domaind Jocal,

I 15 minutes htl
I 10 minutes it
I 1 days e

I 1 hawrs e

Refresh interval:
Retry interwal:

Expires after:

Minirmurm (default) TTL:

TTL for this recard; [0 1000

Zone Transfers |
Skart of Authority (SOA)

(DDDDDHH, MM,55)

i b

Incrernent |
Browse... |
Browse... |

o1

Cancel

Apply
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Pl 228 i aio ol it sl i

Serial Number

St Lo (£89 45 (Shro (- WS (o0 Joe ZoyloaliS pMlel plgie 4y 0 )lad o)
ogd oo JUUl oy 85 g 0S5 co o el (pl o plel Primary zone o
ploul Jlsl o9 ply 31, aiS o0 S o)leds ! L 1y 045 o,les Secondary Zone

05,.»6@

Primary Servers
. Cewl Primary Zone  JolS™ gl ide oy

Refresh Interval
Sl ley ool ($By . aiSwe plall b Cows] Loyl 4 s Zone oS Col o

SHgo 40 9 950 (oo Jlu,l Sledlbsl 10,5 Sy Secondary | Cnlgs o S aw,
. 9¢d o0 |2l Jee (] Serial Number .5

Retry Interval
pll o,bgs loy o ol 3l aw, 09d JOI o se20 e 4 Jlil aldee ST

BRI Pe

Expire After
o o 22U Gl Cow ol 4 Jlasl o)bgs gid ploxil Jlasl, Uas J1 5 o Lgs S
LY

Minimum Default TTL
Cewle IS alasl> ;0 DNS (sle 0,65, 0,5 Cache ;o ol o oyl
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Name Server Tab

sl 5T 4y by o NS 555 Sledlbl SO o a8 05 Lol 55 4y (Swlgs o 3
Slsz g Syl K0 sloyg o s o cslszjo b o pol enl ool 51, 50 DNS il
.S oo Cache 151 g oS o lows |,

WINS Tab
ailgd oo 4 id cpl, Canl gl G TP Jod sl cunlgd 10 4 by o Lols Zone S
CAsS Jaise S50 DNS Server G ) by cawlgs o

Zone Transfer Tab

S s sbilen . WS (oo aie b jom 4 | DNS Joazr Jlojlogos Lol 4 isw 0l
S5 L g Primary 5l 1) 095 ledbsl Lo Secondary Zone , 0,5 o)Ll po J3 )0
sl Conl &5 0 asiin ally e Ceemd pl o L 35,5 o 500 Secondary
35 Jlwyl b g 0 plas” 4 DNS Server

General I Start of Autharity [SOA] | Mame Servers
WwWiING Zone Tranzfers I Secirity

A zone tranzfer zends a copy of the zone to requesting servers.

= Ta any scrver

@ Only to servers listed or the Mame Servers tab

" Only to the following zervers

|F address:

|— fdd |
|7 Aerove|

To specify secondany zervers to be notified of zone updates, click

Matify,
Motify... |
QK I Cancel | Apply |
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a5 Y o o 50 g o o], Sledbl Loyl ojl>! Allow zone transfer 435 05 b
s ol Gl

0,5 alg> Jlw )l gy sled 4y a5 : To any Server .\

< 40 a5 glojgrw den : Only to Servers listed ot the name server tab .Y

. &3,l5 59> 9 name server

Ol gy Cod 0 LT IP a5 sla jg,w & kb : Only the following Server .Y

0,15 09>

SL 590 — asil 3890
Source : 70.291 Microsoft



